Kouncnekr Ha temy: «IlpexynpexaeHnue MOIMIEHHUY€ECTB, B T.Y.
COBEpPUIAEMBIX € HCIO0Jb30BAHMEM KOMIIbIOTEPHON TEXHUKM

CeromHss B TIOBCEJHEBHOW JKM3HU MCIOJIB3YE€TCS MHOYECTBO
pPa3HOOOpa3HBIX BBICOKOTEXHOJIOTMYHBIX YCTPOMCTB — IUIACTUKOBBIX KapT,
MOOWJIBHBIX TEJIEPOHOB M KOMIBIOTEPOB. [IOCTOSIHHO MOSBISIIOTCA HOBBIE
MOJIENH, IPOTrpaMMBbl U CEpBUCHL. Bce 3TO nenaer Hamly *KU3Hb yI0OHEe, HO
TpeOyeT onpeneneéHHbIX HaBbIKOB U 3HAHUIA.

OOHOBPEMEHHO C DPa3BUTHEM TaKHX YCTPOMCTB IOSBIISFOTCS BHJIbI
MOILIEHHUYECTBA, [O3BOJISAIONIME OOMAaHyTh M IPHUCBOUTH JCHEKHbBIE
cpenctBa rpaxaaH. YToObl HE MOAJATHCS Ha YJIOBKHU 3J0YMBIIUICHHHUKOB,
JOCTaTOYHO 3HATh, KaK OHU JEHCTBYIOT, U COOJIIOATh MPaBUIIA MOJb30BaHUS
MOOWJIbHBIMU TeNe(hOHAMH, MIJTACTUKOBBIMU KaPTAMHU U KOMIIBIOTEPAMH.

[lepBblit U3 BUIOB — 3TO TeNe()OHHOE MOILIEHHUYECTBO.

TenedhoHHOE MOLIEHHUYECTBO U3BECTHO JABHO — OHO BO3HUKJIO BCKOPE
[I0CJI€ MAaCCOBOI'0 PaCHpOCTPAHEHUS JOMAIIHUX TeJIe(OHOB.

B Hactosimee BpeMms, KOrja IIMPOKO MCHOJb3YIOTCS MOOUJIbHBIC
Teae(OHBI U JTUYHBIA HOMEP MOXET OBITh y BCEX, OT JIECATHIIETHETO peOEHKA
10 BOCBMMUJIECSITHUIIETHETO NIEHCUOHEPA, clly4yau Teae()OHHOTO
MOIIIEHHUYECTBA PACTYT C Ka’KJIbIM T'OJOM.

Yamie Bcero B ceTu TeneOHHBIX MOIIEHHUKOB IMOMAJAI0TCS MOKUIIbIE
WJIM TOBEPYUBBIC JIIOAU. [Ipy 3TOM Ka)KIIbIid YEJIOBEK MOXKET CTaTh KEPTBOU
MOILIEHHUYECTBa, €clu He OyJeT cleqoBaThb MPOCTHIM  IpaBUiIaM
0€30MacHOCTH.

K ocHOBHBIM cxeMaM Tes1e(p)OHHOTO MOIIEHHUYECTBA OTHOCATCH:

SMS-npocs6a 0 momoiu

SMS-coo011ieHust Mo3BOJIAIOT YIPOCTUTh CXeMy oOMaHa 1o TeiedoHy.
TakoMmy BapuaHTy MOUIEHHHYECTBA OCOOEHHO TPYAHO MPOTUBOCTOSTH
MOXKHWJIBIM WJIM CJIMILIKOM FOHBIM BjajelibliaM Tesie(OoHOB. [[0NONHUTENbHYIO
OIACHOCTH MPEJCTABISAIOT YIIPOCTUBUIMECS CXEMBI IEPEBOJIA JEHET HA CYET.

Kak 310 opranus3oBaHo: Kk mpumepy, a0OHEHT MOJIy4YaeT Ha MOOMIIbHBIHI
tenedon coobmenne: «Y MeHs rmpoonemsl, kuab 100 pyOieii Ha 3TOT HOMED.
MHe He 3BOHH, Iepe3BOHIO cam». Hepeako mobamisercs oOpamieHue
«Mamay, «Apyr» Wiu Apyrue.

[ToxkunbIM JIIOASIM, I€TAM W MOJIPOCTKAM CJIEIyeT OOBSICHUThH, UTO HA
SMS ¢ He3HaKOMBIX HOMEPOB pearupoBaTh HENb3d, 3TO MOTYT OBIThH
MOIIIEHHUKH.

Bropasi cxema — TesiepoHHBIH HOMeEP-TPadHUTE b

Pa3BuTHEe TeXHOJIOTHI U CEPBUCOB MOOMIIBHOM CBSI3U YIIPOIIAET CXEMBI
MOIIICHHUYECTBA.

Hampumep, Bam mnpuxomgut SMS ¢ npocbOoi NEpe3BOHUTH Ha
yKa3aHHbII Homep MoOwinbHOro Tenedona. Ilpockba MokeT ObITH
000CHOBaHa JIt000H MPUYMUHOM - IOMOILb JIPYTy, U3MEHEHUE Tapu(POB CBA3H,



po0JIeMbI CO CBSI3bIO WM ¢ Baieli 6aHKOBCKOM kapToil u Tak nanee. [locne
TOro kak Bwl mepe3BanuBaere, Bac monro nepxkar Ha juHuu. Korma sto
HajgoenaeT, Bbl oTKiIOWaeTech - M OKa3bIBaeTcs, 4rto ¢ Bamlero cuéra
CIIMCaHbI KPYITHBIE CYMMBI.

Ha camom nene mpoucXoauT CIEAYIOIIEE: CYIIECTBYIOT CEPBHUCHI C
IJIATHBIM 3BOHKOM. YHale BCero 3To pa3BJIEKATEIbHBIE CEPBUCHI, B KOTOPBIX
YCIIYTA OKa3bIBAIOTCS MO TenedOoHy, U JOMOJHUTEIBHO B3UMAETCS IUIaTa 3a
caM 3BOHOK. Pekjlama Takux CEpBHCOB Bcerja MHPOPMUPYET O TOM, YTO
3BOHOK IIATHBIM.

MOUIEHHUKNA PETUCTPUPYIOT TAKOM CEPBUC M PACIHPOCTPAHSIOT HOMED
0e3 mpeaynpexaAeHUs O CHATHH IIaThI 32 3BOHOK.

Bcerpeuaercs u Takou BUI, Kak TeJe()OHHbIe BUPYCHI.

Ouenb  4yacTo  wucnoib3yercs  (Gopma  MOIIEHHHWYECTBA  C
UCIOJb30BaHueM TeliepoHHbIX BUpycoB. Ha Tenmedon aboHeHTa MPUXOIUT
cooOllleHre ciaeAyrouero Buaa: «Bawv npuwno MMS-cooowenue. [ns
noJyuenus npououme no ccwlixe...». llpu nepexojae mo ykazaHHOMY ajpecy
Ha TeredOH CKauYMBaeTCsl BUPYC M IPOUCXOAUT CIIUCAHUE JCHEKHBIX CPEICTB
C BAILIETO CUYETA.

Jlpyroii BuJ MOIIEHHHWYECTBA BBIMJIAIUT Tak. [Ipm 3aka3e kakoi-mn0o
yCIyTH 4epe3 sSKOObl MOOWIBHOTO oOfeparopa WIA TpH CKAaYMBaHUU
MOOUJILHOTO KOHTEHTa a0OHEHTY NPHUXOJUT MpeaynpexicHue Buaa: «Boi
cooupaemecb omnpasums coobujeHue Ha KOPOMKuU Homep ..., O
noomeepaicoeHusi onepayuu, omnpasbme cooobujeHue ¢ yugpou 1, 0na
ommenvl ¢ yugpoii O». Ilpu oTnpaBke MOATBEPKIACHHS, CO cueTa aOOHEHTa
CITMCBIBAKOTCS ICHEKHBIE CPEACTBA.

MOILIIEHHUKNA  HCHOJNB3YKOT  CHENUAIIBHBIE IPOrPaMMbl, KOTOPBIE
MO3BOJISIIOT ABTOMATUYECKUA T€HEPUPOBATH THICSYH Takux coodbmenuit. Cpazy
nocJjie nepeBojia AeHer Ha (albIIMBLINA CYET OHU CHUMAIOTCS C TesnedoHa.

He cnenyer 3BOHUTH O HOMEpPY, C KOTOPOro oTnpasiiecH SMS - BroJiHe
BO3MOHO, YTO B 3TOM ciiydae ¢ Bamero tenedona OyjeT aBTOMAaTUYECKU
CHATA KpyIHasi CyMMa.

JIocTaTOYHO  PacmpoOCTpaHEHbBl B TOCJIEAHEE BpEMs  Cllydad
MOIIICHHUYECTBA C UCIOJIb30BaHUEM OaHKOBCKUX KapT.

baHkoBCKkast kapra - 3TO MHCTPYMEHT ISl COBEPUICHHS IIATEKEU H
JOCTyNa K HAJIWYHBIM CpEACTBaM Ha CYETE, HE TPEOYyIOMMM sl 3TOro
npucyTcTBusi B Oanke. Ho mpocrtora wucmosib3oBaHus OaHKOBCKUX KapT
OCTaBJISIET MHO>KECTBO JIA3€€K 1711 MOIIIEHHUKOB.

Pexomenayem BceM BiajenbliaM IUJIACTUKOBBIX KapT CJI€IOBaTh
npaBuiiaM 0€30MaCHOCTH:

HUKOrJa U HUKOMY He coooOmante [TMH-kon Bameit xapthi. Jlydiie
Bcero ero 3anomMHuTh. OTHOcHTech K IIMH-k0my Kak K Kiarody oT ceida c
BammMu cpencrBamu. Henmb3ga xpanuts [IMH-kox psamom ¢ kapTton u tem



oosee 3anuceiBaTh [IMMH-k0oa Ha He€ - B aTOM ciydyae Bel naxke He ycrieere
00€e30MacuTh CBOM CUET, 3a0JI0KUPOBAB KapTy MOCJE KPAKU WU YTEPHU.

He no3BondiiTe HUKOMY HCIIOJIB30BAaTh Ballly IIACTUKOBYHO KapTy -
3TO BCE PABHO, UTO OTAATh CBOM KOWIEJIEK, HE IEPECUNTHIBAS CYMMY B HEM.

Ecnu Bam no3BoHWIN U3 KaKON-TM00 OpraHu3anuu, Wik Bel nomyyunu
MHUChbMO IO DJEKTPOHHOM mouTe (B TOM 4Yucie H3 0aHka) ¢ OpochOOit
coO0OIIUTh peKBU3UTHI KapThl U [IMH-Kko1 o pa3nuyuHbIMU NpeagoraMmu, He
crienuTe €€ BhIMOJIHATE. [I03BOHUTE B YKa3aHHYIO OpraHU3AIUI0 U COOOITUTE
o nmanHoMm d¢akre. He mepexonure Mo yKa3aHHBIM B IHMCBbME CCBHUIKaM,
IIOCKOJIbKY OHM MOTYT BECTH Ha CaWThI-ABOWHUKH. l[loMHUTE: XpaHeHHE
pexBusutoB W I[IMH-koma B TaiiHe - 3TO0 Bama OTBETCTBEHHOCTh U
00513aHHOCTb.

Ecau Bbl yrpatunm kapTy, CPOYHO CBSIKUTECHh ¢ OAHKOM, BBIJIABIIUM
e€, COOOINTE O CITYYUBIIEMCS U CIEAYyIUTe HHCTPYKIUSAM COTPYIHUKA OaHKa.

IIpu mnpoBeneHuun omnepauuii ¢ KapTod NOJB3YUTECh TOJIBKO TEMHU
OaHKOMaTaMM, KOTOpPBIE pacloJOKE€Hbl B  OE€30MacCHBIX MecTaXx |
000pYyI0OBaHbI CUCTEMOMN BUIACOHAOIIONCHHS U OXPAHOM: B TOCYIapCTBEHHBIX
YUpEKICHUAX, OaHKaX, KPYIHBIX TOPTOBBIX IIEHTPaX U T.1.

Cosepiiasi onepanuu ¢ IJIACTUKOBOM KapTOM, CIEIUTE, YTOOBI PsIIOM
HEe ObUIO MOCTOPOHHMX JoAeH. Eciii 3TO HEBO3MOXKHO, CHUMUTE JIEHBIU C
KapThl MO3KE JIMOO BOCTIONB3YUTECh IPYTUM OaHKOMAaTOM.

B cnyuae HekoppekTHO# paboThl OaHKOMATa - €CJU OH JIOJIT0€ BpeMs
HaXOAUTCS B PEKUME OXKUIAHUS WM CaMOIPOU3BOJIBHO IEepe3arpyx aercs -
OTKQXUTECh OT €ro HCMOJIb30BaHUs. Belnka BEpPOSATHOCTh TOTO, YTO OH
MepenporpaMMUPOBAH 3JI0YMBIILICHHUKAMH.

Hukorga He mpuberaiite K MOMOIIM JTUOO COBETaM TPEThUX JIHI] MPU
MPOBEACHUH Omepanuii ¢ 0aHKOBCKOW KapToil B OaHkomartax. CBSIKUTECH C
Bamim 6aHkOM - OH 00s513aH MPEAOCTaBUTh KOHCYJIbTALMOHHBIE YCIYTH IO
paboTe ¢ KapToM.

B ToproBeix Toukax, pecTtopaHax u kade Bce AeicTBus ¢ Bamei
IJIACTUKOBOM KapTOM JOJDKHBI NPOUCXOAUTh B Bamem mnpucyrctsuu. B
MIPOTUBHOM CJIy4a€ MOIICHHUKH MOTYT IOJY4YUTh PEKBU3UTHI Bamen kapTsl
IIPY TOMOIIM CIIEHHUATIBHBIX YCTPOMCTB M MCIOJIB30BaTh WX B NAIbHEUIIIEM
JUIS U3TOTOBIICHUS TTOIJICIIK Y.

OO0mme pexkOMeHIALMH 1O ol0ecneYeHUI0 0e30nacHoi padoThl B
HHTEpPHeTe:

1. AHTUBHPYCHBIE IPOTPAMMBbI

YcraHoBUTE AHTUBUPYCHOE MPOrpaMMHOE OOECHEUYEeHHE C CaMbIMU
MOCJIETHUMH OOHOBJICHUSIMUA aHTUBUPYCHOM Oa3bl.

PerynsipHo oOHOBIISNTE aHTUBUPYCHBIE TTPOTPAMMBI JINOO pa3perianTe
aBTOMAaTHYECKOE OOHOBJICHHE MIPH 3aIIPOCE MIPOrPAMMBI.

2. O0HOBJIEHUS




OtcnexvBalTe NOSBICHUE HOBBIX BEPCUH OMNEPALMOHHBIX CHCTEM U
CBOCBPEMEHHO yCTaHABIMBaliTe OOHOBIIEHUS K HHUM, YCTPaHSIOUIUE
oOHapy>KEHHBIC OITHOKH.

PerynspHo 0OHOBIISITE MOIB30BATEILCKOE TPOrPAMMHOE OOecIieueHne
JUIsi pabOThl B CETH, TaKOE KaK MHTEPHET-Opay3ep, MOUTOBBIE MPOrpPaMMBI,
yCTaHaBJIMBas caMble TTOCJICAHIUE OOHOBJICHUSI.

[ToMHUTE, YTO OOHOBJICHUS ONEPAIMOHHBIX CUCTEM pa3padaThIBAOTCS
C Y4ETOM HOBBIX BUPYCOB.

3. HacTpoiiTe cBOii KOMNIBIOTEP NPOTUB BPEIOHOCHBIX MPOrpaMm

Hacrpoiite omnepanmoHHYO CHUCTEMY HAa CBOEM KOMIBIOTEPE Tak,
yTOOBI 0OECIIeUHBAINCh OCHOBHBIC MpaBWja OE30MaCHOCTH IpU paboTe B
CETH.

He 3a0yapTe NOAKOPPEKTUPOBATH HACTPOMKHM MOYTHL, Opay3epa u
KJIIMEHTOB JIPYTHX MCIOJIb3YEMbIX CEPBUCOB, YTOOBI YMEHBIIUTH PUCK
BO3JCHCTBUS BPEIOHOCHBIX MIPOTPAMM U MOJABEPHKEHHOCTh CETEBBIM aTaKaM.

4. IIpoBepsiiTe HOBbIE (PaiIbI

Hukorga He ycTaHaBiMBalTe W HE COXpaHsiTe 0e3 ImpeaBapUTEIHHOM
MPOBEPKU aHTUBUPYCHOM TIpOrpamMmoil ¢haisibl, MOIyUYEeHHbIE U3 HEHAACKHBIX
HMCTOYHHKOB: CKayaHHBIE C HEW3BECTHBIX Web-CallTOB, NPHUCIAHHBIC 10
AJIEKTPOHHOU TOYTE, MOJTy4YeHHbIE B TenekoHpepeHuusax. [logo3purensubie
(baiisibl Tydlie HeMeIJICHHO YIalsTh.

5. ByabTe 0aUTEIBLHBI M OCTOPOKHBI

ITo BO3MOXKHOCTU, HE COXPAHSINTE B CUCTEME Mapoju (Il yCTaHOBKHU
coenuHeHut ¢ HWHTepHeTOM, I JJEKTPOHHOW TMOYTHI ©U JOp.) U
MEPUOINYECKU MEHSUTE UX.

[Ipy monmydeHWH W3BEIICHUH O HEIOCTAaBKE MOYTOBBIX COOOIICHUM
oOpamiaiiTe BHUMaHWe€ Ha TNPUYUHY U, B CIydae aBTOMATHYECKOTO
OTNOBEIIICHUS O BO3MOXHOW OTIPAaBKE BHUpPYCa, HEMEIJCHHO MPOBEPSUTE
KOMIIBIOTEP AHTUBUPYCHOM IPOTrPaMMOi.

[Tomuute, ecnu Bol unu Bamm 651M3kue ctaiiy kepTBaMu MOIIIEHHUKOB
wim Bel  nmomo3peBaeTre, 4Yr0 B OTHOWIEHMM Bac nuaHupyroTcs
IIPOTUBOIIPABHBIC JECHCTBHUS - HE3AMEIIUTEILHO OOpaTUTECh B OV KAUIIIHIA
OTAEN MUJIALIUY.

Omeemcmegennocmy _3a_mouieHHuuecmeo _npedycmompena cm. 209
Y2on06n020 kodexka Pecnyoauxku benapyce.

1.3aBnasieHrie UMYIIECTBOM JIMOO MIPUOOPETEHNUE TIpaBa Ha UMYIIIECTBO
nmyTeM oOMaHa WJIY 3JI0YTIOTPEOICHUs I0BEpUeM (MOIIICHHUYECTBO) -

HAKa3bIBAlOTCS OOIIECTBEHHBIMM paboTamu, wiu wmTpadoM, WU
UCIIPAaBUTEILHBIMU pabOTaMU Ha CPOK JI0 ABYX JIET, UJIM apeCTOM Ha CPOK J0
IIECTU MECALIEB, WM OTPAaHUYEHUEM CBOOOJIBI HAa CPOK 10 TPEX JIET, WIH
JUIIIEHUEM CBOOO/IBI Ha TOT K€ CPOK.

2. Mol11leHHUYEeCTBO, COBEPILIEHHOE MOBTOPHO MO0 TPYIION UL, -




HaKa3bIBAE€TCS MCIPABUTEIbHBIMU pabOTaMH Ha CPOK IO IBYX JIET, WU
OrpaHMyYEHUEM CBOOOBI HA CPOK JI0 YETBIPEX JIET, WU JUIIEHUEM CBOOOIbI
Ha TOT K€ CPOK.

3. Mo1IeHHUYECTBO, COBEPLIEHHOE B KPYIIHOM pa3Mepe, -

HaKa3bIBAa€TCA JIMIIEHHEM CBOOOJBI Ha CPOK OT JIBYX JO CEMH JIET C
KOH(UCKalnel UMyIIEecTBa UM 0€3 KOHPUCKALINH.

4. MoIlIEHHUYECTBO, COBEPIICHHOE OPraHW30BAHHOW IpyNIoil Jubo B
0c000 KpYITHOM pa3Mmepe, -

HaKa3bIBA€TCS JIMIIEHHUEM CBOOOIBI Ha CPOK OT TPEX 10 JAECATU JIET C
KOH(HCKAIIUEeH UMYIIIECTBA.

YOIII MOb YB/I rpoiHeHCKOTO 00JMCIIONKOMA



